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Executive summary

As power systems undergo rapid digitalization, their increasing dependence on
Information and Communication Technologies (ICT) has given rise to complex Cyber-
Physical Power Systems (CPPS). While this digital transformation enables enhanced
power system monitoring, control, and operational flexibility, it also exposes the power
grid to a growing range of cyber threats. Cyber attacks targeting digital substations or
power grid control systems can impact power system stability, trigger cascading failures
and lead to large-scale blackouts. Addressing these risks calls for new methods for
modelling cyber-physical system interdependencies, analysing the impact of cyber
attacks on power system operation causing cascading failures, and developing
proactive, self-healing and restorative strategies to enhance the power grid operational
resilience.

This report proposes novel analytic methods and intelligent systems to assess the impact
of cascading failures in interconnected power grids and enable self-healing and
restorative power grid capabilities at the physical system layer. It presents a
comprehensive exploration of cyber-physical system resilience in modern power grids,
focusing on the development and application of advanced modelling, cascading failure
analysis and mitigation tools, and restoration strategies for CPPS. It builds on the
findings of deliverable D2.2 and consolidates the research activities carried out in tasks
T4.1, T4.2, T4.3, and T4.4. The innovations developed through these tasks form the
foundation for future demonstrations in The Netherlands in T5.3, where the digital twin
testbed of interconnected power grids and the Control Room of the Future (CRoF)
infrastructure at TU Delft will be employed to simulate the real-time power system
operation, mitigate cascading failures and coordinate the cyber-physical system
restoration.

Recognizing the critical importance of operational resilience for the interconnected power
grids, this report presents a holistic framework that spans the full resilience lifecycle—
from proactive mitigation to power system recovery. The scope of the report includes:

= Advanced modelling techniques for CPPS and development of high-fidelity power
grid digital twins and models for the operation of both transmission and distribution
power systems.

= Quantitative analysis of cyber attack-induced cascading failures and novel
resilience metrics to assess the power grid operational resilience.

= Self-healing methods and tools and adaptive strategies to enhance power grid
security and operational resilience against cascading effects, such as dynamic
stability enhancement mechanisms and a cyber-aware Preventive Controlled
Islanding (PCI) strategy.

= Design and implementation of restoration frameworks, including reinforcement
learning-based cyber-physical system restoration, i.e., coordinated operational
technology recovery and power system restoration, and secure black-start
recovery strategies.
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Together, these novel contributions support intelligent decision-making, situational
awareness, and coordinated control actions to strengthen the CPPS operational
resilience. The findings, methods and tools presented in this report not only contribute to
the academic understanding of power system cyber resilience but also serve as a
foundation for practical deployment and demonstration in real-time power system
simulation environments.
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