






















eFORT Deliverable 3.2: Report on Secure Design and Operation of 

Digital Substation and Emulation Testing Actions 

Executive summary 

This deliverable presents the results of eFORT's work on the secure design, testing and 

operation of digital substations, aligned with the IEC 61850 standard and building on the 

vulnerability analysis previously carried out in the project (D2.1). As digitalisation 

transforms electric substations into complex cyber-physical systems, their exposure to 

cyber threats increases significantly; D3.2 translates this risk awareness into practical 

cybersecurity requirements and validated protection mechanisms tailored to substation 

automation systems (SAS). The document reviews the state of the art in substation 

cybersecurity — including the main IEC 61850 communication protocols (MMS, 

GOOSE, Sampled Values), synchronisation requirements, security principles and 

reference standards such as IEC 62351 — and cross-checks the identified 

vulnerabilities against known attack methods and available countermeasures, providing 

a coherent design framework that considers cybersecurity from the earliest stages of 

substation engineering. Building on this basis, the deliverable reports the developments 

carried out in CIRCE's and Schneider Electric's laboratories, covering traffic emulation 

and testing tools for IEC 61850, cross-validation with hardware testing devices, role-

based access control, encrypted TCP communications and secure RTU configuration, 

together with the BIM model and 3D-scanning work performed for the Ukrainian 

demonstrator (Iltsi 110/35/10 kV substation) as a cybersecure digital replica of the 

physical infrastructure. Developed under Task 3.4 of WP3 and coordinated with the 

substation demo site D4, D3.2 establishes a clear bridge between high-level threat 

analysis and field-ready security engineering, laying the groundwork for eFORT's 

secure substation solutions to be deployed and demonstrated under real-world 

conditions and contributing to the broader European effort — reinforced by the NIS2 

Directive — to strengthen the cyber-resilience of critical energy infrastructure.
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