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Executive summary

This document presents a comprehensive assessment of cybersecurity and privacy
challenges in modern energy infrastructures, with a specific focus on loT integration,
data confidentiality, and secure OT-to-IT convergence. It has been developed within the
context of the eFORT project to support the design and deployment of secure, resilient,
and regulation-compliant systems in the Electrical Power and Energy Systems (EPES)
domain.

The first part of the document introduces the methodology for identifying and analysing
cyber threats and vulnerabilities in widely deployed 10T devices, including HVAC systems
and electric vehicle charging points. Through case studies and STRIDE-based threat
modelling, it highlights risks at the device level and their potential impact on the wider
grid infrastructure.

The second part focuses on the design of secure and privacy-preserving data
infrastructures. It outlines data sharing mechanisms, protocols for ensuring
confidentiality, and relevant regulatory frameworks. A set of open-source tools and
technologies are reviewed, and organisational policies for secure data collection,
analysis, and aggregation are proposed.

Subsequently, the document provides a detailed analysis of vulnerabilities arising from
the integration of Operational Technology with IT systems. It introduces the eFORT
Vulnerability Database and associated tools, such as a hypothesis generator and visual
analytics components, which facilitate proactive threat assessment and system
hardening.

Finally, the document defines essential requirements for the eFORT architecture,
offering guidance for pilot implementations and ensuring alignment with legal and
regulatory standards. It concludes by identifying common threats, existing mitigation
strategies, and practical recommendations for enhancing the cybersecurity posture of
EPES environments.

Overall, this deliverable serves as a strategic and technical foundation for securing data,
infrastructure, and operations in the evolving landscape of smart, interconnected energy
systems.
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