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DISCLAIMER OF WARRANTIES

This document has been prepared by eFORT project partners as an account of
work carried out within the framework of the EC-GA contract no. 101075665.

Neither Project Coordinator, nor any signatory party of eFORT Project
Consortium Agreement, nor any person acting on behalf of any of them:

a) makes any warranty or representation whatsoever, expressed or implied,

I.  with respect to the use of any information, apparatus, method,
process, or similar item disclosed in this document, including
merchantability and fithess for a particular purpose, or

[I.  that such use does not infringe on or interfere with privately owned
rights, including any party's intellectual property, or

[ll.  thatthis document is suitable to any particular user's circumstance;
or

b) assumes responsibility for any damages or other liability whatsoever
(including any consequential damages, even if the Project Coordinator or
any representative of a signatory party of the eFORT Project Consortium
Agreement has been informed of the possibility of such damages)
resulting from your selection or use of this document or any information,
apparatus, method, process, or similar item disclosed in this document.

This work has been Funded by the European Union. Views and opinions
expressed are however those of the author(s) only and do not necessarily reflect
those of the European Union or European Climate, Infrastructure and
Environment Executive Agency (CINEA). Neither the European Union nor the
granting authority can be held responsible for them.
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Abbreviations and Acronyms

Acronym Description

APT Advanced Package Tool (Secure Update Mechanism)
API Application Programming Interface

CAN Controller Area Network

CPU Central Processing Unit

DLT Distributed Ledger Technology

EPES Electrical Power and Energy Systems

GOOSE | Generic Object Oriented Substation Event

HMI Human—-Machine Interface

HTTPS Hypertext Transfer Protocol Secure

IDS Intrusion Detection System

loT Internet of Things

IP Intelligent Platform

LTE Long Term Evolution (4G)

MMS Manufacturing Message Specification

NB-loT Narrowband Internet of Things

NFC Near Field Communication
NTP Network Time Protocol
OS Operating System

RAM Random Access Memory

RS-485 Recommended Standard 485 (Serial Communication Interface)

RTU Remote Terminal Unit

SD Secure Digital

SIEM Security Information and Event Management
SoM System on Module

SOARCA | Secure Orchestration, Automation, and Response for Critical Assets

SPI Serial Peripheral Interface
SSH Secure Shell
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Acronym Description
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Executive summary

This deliverable presents the development and validation of SecureBox, an edge-level
platform that enhances the cybersecurity, privacy, and resilience of substations within
the eFORT project. SecureBox combines modular hardware — featuring the VAR-SOM-
MX8M-PLUS, industrial interfaces, optional 5G connectivity, and secure elements such
as the ATECCG08A cryptochip and an anti-tampering accelerometer — with advanced
software modules for secure data collection, blockchain integration, intrusion detection,
and autonomous operation.

The platform supports StrongSwan and WireGuard VPNs, homomorphic encryption, and
secure firmware updates via APT Secure and signed packages. It enables real-time
protection and privacy-preserving data exchange between field devices and higher-level
platforms.

Validation will be carried out in two eFORT demonstrators (Spain and Ukraine),
evaluating interoperability, resilience, and cybersecurity performance. The SecureBox
represents a robust, flexible, and trusted edge solution for transforming energy
infrastructures into more secure and intelligent systems.

M

Figure 1 SecureBox overview
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