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Executive summary 

This deliverable presents the development and validation of SecureBox, an edge-level 

platform that enhances the cybersecurity, privacy, and resilience of substations within 

the eFORT project. SecureBox combines modular hardware — featuring the VAR-SOM-

MX8M-PLUS, industrial interfaces, optional 5G connectivity, and secure elements such 

as the ATECC608A cryptochip and an anti-tampering accelerometer — with advanced 

software modules for secure data collection, blockchain integration, intrusion detection, 

and autonomous operation. 

The platform supports StrongSwan and WireGuard VPNs, homomorphic encryption, and 

secure firmware updates via APT Secure and signed packages. It enables real-time 

protection and privacy-preserving data exchange between field devices and higher-level 

platforms. 

Validation will be carried out in two eFORT demonstrators (Spain and Ukraine), 

evaluating interoperability, resilience, and cybersecurity performance. The SecureBox 

represents a robust, flexible, and trusted edge solution for transforming energy 

infrastructures into more secure and intelligent systems. 

 

Figure 1 SecureBox overview 

 

  


