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1 Executive Summary

The eFORT deliverable presents a comprehensive, modular framework designed to
enhance the cybersecurity, resilience, and operational transparency of electric power
and energy systems (EPES). Building on the core requirements of real-time intrusion
detection, event correlation, automated response, secure data sharing, and intuitive
operator support, this document details the design and implementation of five tightly
integrated components: a machine-learning-driven Intrusion Detection System (IDS); a
rules-based Security Information and Event Management (SIEM) platform; a SOARCA
automation engine powered by CACAO playbooks; a permissioned blockchain layer for
immutable record-keeping and secure market transactions; and an Intelligent Chatbot
interface underpinned by a large language model. Each component addresses specific
attack surfaces and operational workflows, ensuring end-to-end protection from cyber
threats, detailed traceability through blockchain records of maintenance and market
activities, and streamlined human-machine interaction.

Chapters 3-7 elaborate on the architecture and implementation of these tools. Chapter
3 covers IDS algorithm selection, dataset curation, and integration into control-centre
networks; Chapter 4 specifies the SIEM's logging infrastructure, event-correlation rules,
and alerting pipelines; Chapter 5 describes the Intelligent Chatbot's conversational
design, context-aware LLM integration, and notification services; Chapter 6 introduces
the dual-channel blockchain layer-supporting both supply-chain provenance and battery-
based energy-resiliency market transactions-and outlines smart-contract governance;
and Chapter 7 details reactive and preventative cybersecurity workflows via CACAO
playbooks and the SOARCA engine, culminating in the EPES SOC deployment model.
Together, these elements form a unified security fabric that can detect, analyze, and
remediate incidents while maintaining full auditability.

Collectively, this deliverable validates the eFORT framework's readiness for real-world
EPES integration and lays the groundwork for broader adoption across the electric-grid
sector.
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