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Introduction - eFORT

Delft, The Netherlands
TSO

4 Demonstrators:

Iltsi, Ukraine
Substation

Sarentino Valley, Italy
DSO

Escúzar, Spain
DSO-micro grid

Coordinator: CIRCE (ES)
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Objectives of eFORT
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Demonstration 2 – The Netherlands 

Preventing cascading failures and restoring interconnected power 
grids

• Digital Twin of Power grid & cyber range for IT/OT equipment & 
network

• Control Room station
• Security Operation Centre

Key partners
Lead: TenneT
TNO
European Network for Cyber Security
DNV
Delft University of Technology
CIRCE
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Dutch sub-consortium in eFORT
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Use cases
UC1. Responding to 

detected ongoing 

cyber-attack in OT 

Incl. control room operator

fake data
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Use cases
UC2. Responding to new 

vulnerability in OT 

UC2. Responding to new 

vulnerability in OT 

UC2. Responding to

new vulnerability in OT 

systems
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Demonstrator in NL

digital twin design

Control Room

Control Room of the Future (CRoF)
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Dutch sub-consortium in eFORT
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technical infrastructure SOC/ CSIRT

SOC / CSIRT for EPES
IT/OT Security Operation Centre Infrastructure

Infrastructure
model

SIEM
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Infrastructure to protect

IEC 62443-2-1 
• SPE4 COMP 3 – Patch management
• SPE 7 – Event and incident management

FIRST Services Framework
Service Areas
• (Information) Security Event Management
• (Information) Security Incident Management
• Vulnerability Management

11 Strategies of a World-Class SOC 
Functional Categories
• Incident Triage, Analysis, and Response
• Cyber Threat Intelligence, Hunting, and Analytics
• Vulnerability Management (if performed by the SOC)

• Expanded SOC Operations
• SOC Tools, Architecture, and Engineering
• Situational Awareness, Communications, and 

Training
• Leadership and Management
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Cybersecurity Incident & Vulnerability Response
• Processes (workflows / roles & responsibilities
• / checklists)
• Response Actions (e.g. containment, temporary 

mitigate vuln.)

Contain

Decoy

Patch

Disable
service 

Lock
account

Playbooks
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Support Incident Response with Automation

Prepare Detect
Post-incident 

activities
Analyse Eradicate RecoverContain

if unsuccessful 

Incident response operationsIncident detection operations

situational awareness option awareness

Analysis Phase
Mitigation & Response 
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if unsuccessful 

Incident response operationsIncident detection operations
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EPES Resilience / cyber resilience

the resilience of the EPES 
(main goal: 
• anticipate
• absorb 
• recover
• adapt
from shocks)

NIST SP 800-160 Volume 2 (rev 1) Developing Cyber-Resilient Systems: A Systems Security Engineering Approach
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Operational cyber resilience actions

operational cyber resilience actions
triggered by new threat / vulnerability

operational cyber resilience actions
triggered by detected attack

direct enforceable 
response actions

post incident 
operational cyber 
resilience actions

withstand/absorb & recoveranticipate & adapt adapt

attack

time
attack attack

ICT infrastructure changes vulnerabilities threat intelligence

cyber resilience goals:   

active adversary

Incident Response Process
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Operational cyber resilience actions – new vulnerability

Vulnerability
reported

Exploitation of 
vulnerability

reported

Software patch
available

Vulnerability
discovered

Testing of software
patch on own systems

Software patch installed
on own systems

assess vulnerability within own infrastructure & apply temporary measures

time

n-day vulnerabilityzero-day vulnerability

Exploitation of vulnerability (if and from when this happens differs per vuln.)

EPES operator action:

zero-day attack

Intake

Vuln. Report
Detect Analyse

Vulnerability 
Response
Process

yes

Temporary mitigations
no

Patch 
available?

Patch (test, deploy)

remove

signs of exploitation

Post-vulnerability 

activities

• Check for signs of exploitation

• Assess exposure 

• Assess consequence of exploitation

• Prioritise

Identify 

vuln. assets in 

infrastructure

• New vuln.

• Changes in 

status (exploited 

in the wild) 

Report Incident

Reporting - Network Code
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Vulnerability Management 
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Summary

Main objective of the eFORT Project is…

… to make European power grids more resilient and reliable to failures, cyberattacks, 

physical disturbances and data privacy issues.

How?

To this end, a set of technological innovations will be developed for the detection, 

prevention and mitigation of risks and vulnerabilities with positive impacts on power system 

operation and stability.

The eFORT solutions will be demonstrated at TSO, DSO, substation and consumer levels 

in 4 real demonstration grids that have been selected considering their complementarities 

and relevance to tackle the main threats of current European power systems.
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References

• Cyber Security Control Frameworks (ISO/IEC 27000, IEC 62443 part 2-1, NIST SP 800-82r3)
o In cyber security it is common to map to NIST framework: Identify, Protect, Detect, Respond, Recover

o Cyber Resilience Engineering - NIST SP 800-160, VOLUME 2 

• NIST SP 800-160 Volume 2 (rev 1) Developing Cyber-Resilient Systems: A Systems Security 
Engineering Approach

• System life cycle => controls assigned to Security Operations Center

• eFORT - https://efort-project.eu/about/

https://efort-project.eu/about/
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Thank you!

Swarna Kumarswamy-Das, TNO

swarna.kumarswamy@tno.nl

eFORT Linkedin

eFORT Twitter

eFORT YouTube
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